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What 21 CFR Part 11 mandates:

Sec. 11.10 Controls for closed systems.

(a) Protection of records to enable their accurate and ready retrieval throughout the 
records retention period.

(b) Limiting system access to authorized individuals.

(c) Use of secure, computer-generated, time-stamped audit trails to independently 
record the date and time of operator entries and actions that create, modify, or 
delete electronic records. Record changes shall not obscure previously recorded 
information. Such audit trail documentation shall be retained for a period at least 
as long as that required for the subject electronic records and shall be available 
for agency review and copying.

(d) Use of operational system checks to enforce permitted sequencing of steps and 
events, as appropriate.

(e) Use of authority checks to ensure that only authorized individuals can use the 
system, electronically sign a record, access the operation or computer system 
input or output device, alter a record, or perform the operation at hand.

Sec. 11.300 Controls for identification codes/passwords.

(a) Ensuring that identification code and password issuances are periodically 
checked, recalled, or revised (e.g., to cover such events as password aging).

(b) Following loss management procedures to electronically deauthorize lost, 
stolen, missing, or otherwise potentially compromised tokens, cards, and other 
devices that bear or generate identification code or password information, and to 
issue temporary or permanent replacements using suitable, rigorous controls.

(c) Use of transaction safeguards to prevent unauthorized use of passwords and/or 
identification codes, and to detect and report in an immediate and urgent manner 
any attempts at their unauthorized use to the system security unit, and, as 
appropriate, to organizational management.

How Micromeritics confirm® software and associated services 
help you conform:

Records are protected from unauthorized access and deletion while under control
by Micromeritics’ confirm software. However, it is strongly recommended that these
records be offloaded to a central data repository such as a system network or data
management system.

Access is limited to those individuals who have been assigned logons and pass-
words. Once logged on to the Micromeritics instrument by confirm software, access
to certain instrument functions are determined by prescribed user rights.

Micromeritics’ confirm software employs an extensive set of log functions to create
an accurate time-stamped audit trail to record user access to files and manipulation
of information within files.

Micromeritics’ confirm software controls the sequence of the analysis. The software
enforces instrument operation as defined in secure analysis template files.

Microsoft’s Windows 2000 or XP provides the first level of security at the operating
system level to assure that only authorized individuals can use the computer system.
Two additional levels of security are provided by Micromeritics’ confirm software:
1) software access is limited to those with a unique logon/password combination,
and 2) a level of authority is assigned by the system administrator to each
logon/password, limiting the user to a certain range of operations within the software.

Micromeritics’ confirm software allows the administrator to control password aging.
The administrator has authority to recall, lockout, or otherwise prohibit the use of a
particular login/password combination.

Micromeritics’ confirm software employs only keyboard entry of user names and
passwords. Users will be “locked-out” after a predetermined number of unsuccessful
login attempts. Only the administrator can reinstate the account. The administrator
has authority to recall, lockout, or otherwise prohibit the use of a particular login/pass-
word combination.

After a predetermined number of failed attempts to log into Micromeritics’ confirm
software, the application will be locked to that login name and a message promi-
nently displayed on the screen announcing a potentially unauthorized attempt to
enter the system. Other logins and passwords are still allowed, however a series of
unsuccessful attempts to log in under different passwords will lock the application to
all but the administrator.

Examples of how Micromeritics’ confirm software addresses 21 CFR Part 11 requirements. 

A complete checklist is available upon request or on the Micromeritics website at www.micromeritics.com
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